
Cyber-attacks affect companies of all sizes in many ways depending on their type, scope, and severity. 
Just over four in ten UK businesses (43%) reported having experienced a cyber security breach or attack 
in the last 12 months.  

This guide provides a summary of 11 different cyber-attack types, along with a few simple techniques to 
reduce the chance of falling for the phish. 

We urge all business partners to complete the UK Government’s Cyber Essentials Certification. It is free, 
takes approximately 30 minutes, and helps strengthen essential cyber security controls.  

Click here to begin 

A guide to  cyber 
attacks

A guide for:

 Equipment Suppliers, Brokers & Agents

 All employees 

https://www.ncsc.gov.uk/cyberessentials/overview


12. Registered address is a warehouse or 
unrelated to the customer’s business 
operations.

Spam and url phishing

Spam consists of unsolicited bulk emails sent 
widely to prompt responses. Phishing is a 
targeted form of spam that impersonates 
trusted organizations to steal sensitive 
information. 

Email phishing tricks users into sharing details 
directly, while URL phishing redirects them to 
fake websites designed to capture their data.

 Hover over links & check to see if the URL/
Web address looks right.

 Check the email senders address. Does the 
visible name/address match what you see 
when you hover over it?

 If you suspect an email is not legitimate, 
report it to your IT team. 

Malware

Malware is often delivered via email through 
infected attachments or links, including threats 
such as viruses, trojans, spyware, worms, and 
ransomware like WannaCry, found in risky files 
ranging from executables to compromised PDFs 
and Office documents.

Don’t open attachments in emails from unknown 
senders. If you’re not sure about an attachment or 

an email that looks suspicious, 
report it to your IT team.  

Data exfiltration - theft
Data exfiltration is the unauthorized 
transfer of information outside an 
organization. It can be carried out manually 
or through malicious software, usually 
targeting specific data, but it can also occur 
accidentally—for example, when information is 
sent to the wrong recipient.

 Don’t leave your screen unlocked even for a 
few moments. 

 Look at the addressee, especially if auto-
completed, and don’t just click-through. 

 Security warning messages, please read them 
first. 

Scamming
Scammers use deceptive tactics to steal money 
or personal information by tricking victims into 
sharing details or making payments. 
Common examples include in our business 
include asking customers for arrears payments, 
personal data, bank or credit card details and 
offer of discount.

Does it sound too good to be true?
It probably is!

Spear-phishing
Spear phishing is a targeted form of phishing that 
uses personalized emails aimed at specific 
individuals or organizations. When high level 
executives or senior staff are targeted, it’s known 
as whaling. 
Criminals research their targets and impersonate 
trusted colleagues or businesses to steal sensitive 
information such as login credentials or financial 
details, often leading to fraud or identity theft. 
These attacks rely heavily on social engineering 
tactics like urgency, pressure, and brevity to 
increase success. Prevention methods are like 
those for standard spam and URL phishing.
 Hover over links & check to see if the URL/

Web address looks right.  

 Check the email sender’s address. Does 
the visible name/address match what you 
see when you hover over it?

 Are you expecting email from this person?
Don’t click on links or respond to email, call 
the person from and on a trusted line. 

Domain impersonation
Domain impersonation is used by attackers to hijack 
conversations by mimicking a legitimate website or 
email domain. 
They often use typo squatting, changing or adding a 
subtle character to the real domain, and register or 
purchase these look alike domains in advance. This 
type of attack is high impact because the 
differences can be very hard to spot. 
For example, a criminal impersonating DLL Website 
dllgroup.com might use a nearly identical address 
such as dlllgroup.com dll.group.com dllgroup.co.uk 
or dllgroups.com.  OR they could easily impersonate 
one of your suppliers’ domains. 

 Double-check the addressee before clicking 
SEND on that reply email

 Hover and check any links, as for other attack 
types. 

Brand impersonation
Brand impersonation involves attackers posing as 
a trusted company or brand to trick victims into 
sharing personal or sensitive information. It is 
similar to URL phishing and can be reduced using 
the same precautions.

 Hover over and check that links match the 
proper website destination or email 
address.  





www.dllgroup.com

 Visit us on social media:

	www.twitter.com/dllgroup
	www.linkedin.com/company/dllgroup

	 www.facebook.com/dllgroup
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Thank you for your extra 
vigilance in making sure that you, 
our partners, customers and DLL 
do not become victims of fraud.

This guide has been prepared for promotional purposes only. It does not constitute an offer and 
is not meant as advice on how any transaction or aspect of it should be qualified from a legal, tax, 
accounting or other perspective. We cannot guarantee that any information provided in this 
guide is complete or accurate or fit for your purposes. We recommend that you seek 
independent advice and consider alternative payment options available in the market. 03/26


